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EVERY CLIENT IS UNIQUE.
SNOWFLAKES.

http://thescienceexplorer.com/nature/snowflakes-are-not-unique-we-thought
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THE ART OF DETECTION - USING MITRE ATT&CK FRAMEWORK

EXECUTE

WEAPONIZE DELIVER EXPLOIT CONTROL MAINTAIN

PRE-ATT&CK™

Priority Definition: Planning, Direction

Target Selection

Information Gathering: Technical, People, Organizational
Weakness Identification: Technical, People, Organizational
Adversary OpSec

Establish & Maintain Infrastructure

Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities
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ENTERPRISE-ATT&CK

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration
Command & Control




BRUTE FORCE ATTACK-T1110

VANES

OR

Rule Wizard

l:ﬂ Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All v

when the [ocal network is one of the following networks
when the destination network is one of the following networks
when the IP protocol is one of ine following protocols

when the Event Payload contains this string

when the source port is one of the following ports

when the destination port is one of the following ports

when the local port is one of the following ports

when the remote port is one of the following ports

when the source IP is one of the following IP addresses
when the destination IP is one of the following IP addresses
when the local IF is one of the following IP addresses

100000000000

Rule (Click on an underlined value to edit it)

Invalid tests are highlighted and must be fixed before rule can be saved.

Apply [Multiple Login Failures to the Same Desfination

| on events which are detected by the | Local ¥ | system

QOB and when an event matches any of the following BE: CategoryDefinition: Authentication Failures
@@ .and when at least 10 events are seen with the same Destinatic

n |P and different Source IP, Username in 5 minutes

Please select any groups you would like this rule to be @ member of

0 U Amazon AWS

-2 [ anomaly

23 [ Armor Aegis

3 [ armor custom
123 U armor PreQualified

Notes (Enter your notes about this rule)

10 minutes

Reports authentication failures on the same destination |P address more than ten times, from more than 10 source IF addresses within
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s SWHAT WAS THE ATTACK? s |

D [otees  [a \
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mpssowces. WHAT WAS THE TARGET? TARGETED OFTEN? e

& vsasums |1e WHERE-ARE e o 1 . :

= S w THEY LOCATEDRY: © . : ]
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RESPONSIBLET =" T u
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— —— — e

49 n 66,109
L] n 55144
; Z e
0 F' 0

EVENT CATEGORIES —

= T ————r——
Last 10 Events v
~—— — = — ——— D =

S5H Login Fased
SSH Login Fased

019, 41826 FM
40 18. 2019, 4 1828 PM




SUCCESSFUL BRUTE FORCE-T1110

Rule Wizard aa

Offense 1819 unmery Disolay ¥ [GlEvents G Flows Actons v S pane %]
m Rule Wizard: Rule Test Stack Editor
Magnitude ‘ stotus| (3 ‘ Ralevanca| 0 saverny| 6 cmmnuny‘ 2
Which tests do you wish to perferm on incoming events? Domain a1t |
Login Failures Followsd By Succsss to the same Desfination 1P ' st
Test Group Al v Export as Building Block Descripti precedsd by Mulipie Login Faiures to the Same Destnation [onensetype _[oesneiong T A CK_SEVERITY.
B 0 0SCAPUON | praceded oy Multpie Login Faiures from the Same Source [T E¥enUFION | 320 suente and 0 flows In 8 calegoriec.
‘containing Bad Usemame I count A events e
Source IP(s) Start Aug 6, 2019, 12:13:09 AMt
& when the local network is one of the following networks - Destmation WT WAS THE ATTACK? -
€ when the destination network is one of the following networks 1P(s) Duration i
& when the IP protocol is one of the following protocols Metwork(s) otner - - - Assigned to Unassigned
© when the Event Payload contains this string WHAT WAS THE TARGET?
© when the source port is one of the following ports Offense Source Summary |
© when the destination port is one of the following ports = [onenses = ‘
& when the local port is one of the following ports T
@ when the remote port is one of the following ports Top 5 Source IPs TARGETED OFTEN? @=-=
© when the source [P is one of the following IP addresses = Sourcs IR Magnitude Location | Vulnerability user MAC Weight | Offenses  Destination|s) Last EventFiow EventsiFlows
o whan the IE'i% ong.of the folowing IP [_] United States | No WHEREmREnmm NIC 0 2 o 65d 14h 57m 31s 7%
Fuke (O an uderined velue o o6 = S e Eomnc 112 o LT T -
Invalid tests are highlighted and must be fixed before rule can be saved - iase v THEY LOCAFED? ¢ - H e :
Apply Login Failres Followed By Success o the same Destination on events which are detected by the Local ¥ | system _ - L Okl Dnte owet RCIR 2 o el il
00 BB.C Definition: Aut lion Success match at least 1 times in 5 minutes after any of Mullj i
tothe S Ua me _‘eshnalm match with the same Destination (F Wﬂ-& WK§
Description Growp Events orfenses Total Events
RESPONS]BLE?A:,amwceww Ammor Cusiomers 28 = 45522
Custom Rule Engine L] 143 5,320
Please select any groups you would like this rule fo be a member of:
e st oy o . TOP USERNAMES n
e Name Events/Flows Offenses Total Events/Flows
i agmin 25 n 66,109
5 1 Ammor Custom test 14 frd 55144
3 | Asset Reconciliation Exclusion i o ; ey
: - aues! 8 50867
£ ¥ authentication = achoal 8 % 2m
Notes (Enter your notes about this rule) Performance Analysis
Reparts multiple Iog n failures to a single host, followed by a successful log in to the host This rule has nof yet had a detailed iion 5 Categories EVENT CATEGORIES Dycamgenes
analysis. Name Nagnitude Local Dostiian EventsFlows FirstEventFlow Last EventFlow
Remoto Accoss Login - o 9 Aug 5, 2019, 121216 .| Aug6, 2019, 72747 . | (1]
Misc Login Faied - o 4 Aug5, 2019, 121318...| Aug6, 2019, 72130 ...
SSH Login Failed o 2z Aug B, 2019, 121315 Aug6, 2019, 74118
[ 1 AuQ5 2019 72722 .. | AU, 2019, 72722 .. | [
o 2 Aug §,2019, 7.27:22 Aug§, 2019, 7.2722 e

Host Login Succeeded
— B
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BRUTE FORCE ATTACK-T1110
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[LOWI]|Authentication Failures - -9/15/2019
Details

G days ago 8:22 PM

Acgount

2 —————— ATTACK SEVERITY

Description ——————— WHAT WAS THE ATTACK?
Hello,

We have detected|failed authentication attempis against the following servers:

Start Time Server Name  Source IP Count

Sep 15, 2019, 10:23:44 PM UTC 281

Please review and determine if the traffic was expected. ATTACK DETAILS

If the source IP does not appear suspicious in your environment, you may need to
review your configurations to determine the root cause of the failures. If the traffic was
not expected, consider taking the following actions to prevent further attempts:

= Review your firewall rules. Close or restrict any port that could be allowing
unauthorized traffic. For example, SSH (port 22) and RDP (port 3389).
= Block repeatedly offending unknown source IP addresses in your firewall.

Best regards, ‘
RESPONSE GUIDANCE

Security Operations Analyst




SUCCESSFUL BRUTE FORCE-T1110
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[HIGH]|Possible Successful Brute Force Attack -9/18/2019
Details
3 days ago 11:44 AM
Account
2 ATTACK ATTACK TYPE
Description SEVERITY & SIGNIFICANCE
Hello,
During our i log itoring of your il we det d signs of brute
force activity followed by a successful login.
This may indi a to guess an account password and gain
sthorized to your
Here are the details: ATTACK DETAILS
Log Source Source IP Login Time Username

Sep 18, 2019, 4:25:55 PM
Sep 18, 2019, 4:26:54 PM
Sep 18, 2019, 4:26:28 PM

We recommend you gather more the ts by iewing your
system logs, focusing on the activity from the Offending Source IP.

Review the suspect activity for thori; ificati to your server. Rotate all
account passwords.

Also, consider taking the ing i to protect i these types of attacks:

= Review your firewall rules. Close or restrict any port that could be allowing
unauthorized traffic. For example, SSH (port 22) and RDP (port 3389).

= Block ing source IP in your

= Enforce a strong password policy

Bestregards. L RESPONSE GUIDANCE

Security Operations Analyst




CONTINUE THE CONVERSATION ...

= Continuous Care & Feeding

= Tailored Security Outcomes A\ THREAT
&7 RESISTANCE @ CLIENTS

COMPROMISE OR BREACH? L

...............................

= Threat Resistance advanced IR support

= Guide Client through IR process
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ARMOR TOOLBOX

&« C | & Secure

it Apps A

m ‘ :

> HEROES

Armor

4]  Application Status
BACKUP

& Account Management
@ Policy Management
E  Restore Management
SERVICE

= Service Overview

) Armor Teolbox

P  External Tasks

P Rubrik Clusters
@ Zerto

Ed  Coalfire
INFRASTRUCTURE
& wlenters

EH Orders
F  Hosts
T3 TenantOrgs
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VANES

https://imc.armor.com/admin/service/toolbox/tasks/73997129-4d9¢c-4e6b-a1bd-46 b ’n :
AWS SE Resources Personal My Cloud % AA Suppart Tracker F) InsightVM Armor Other bookmarks
Armor | .

73997129-4d

Tl stance last check in was over 20 minutes ago.

TASK INFORMATION

-4Lebb-albd-46c72f6062

TOOLKIT NAME Add Linux Filebeat - via armor-supervisor v1 TASK SCHEDULE DATE Today, 10:11 AM

TOOLKITSEoRE Linue TASK PRODUCT Supervisor
IS DEPRECATED? False ASSIGNMENT
COREID 2cf8bb3b-225¢-4cba-afad-37c0i7c1b08a

TOOLKIT REFERENCE Toolkit Reference Link
Install Filebeat on Linux Servers - via armor-

supervisor

OUNT NAME Ryver_Anywhere

TOOLKIT DESCRIPTION

TICKET REFERENCE 527152

TASK ASSIGNER Tyler Banks

TASK RESULTS

Results will be populated once the instance's Armer Supervisor completes the task from the Toolbox. By default, Supervisors
poll every 15 minutes for a new task.



SECURITY ORCHESTRATION, AUTOMATION & RESPONSE (SOAR)
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Q&A

CHRIS STOUFF
Chief Security Officer
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THANK YOU.

WWW.ARMOR.COM
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