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EVERY CLIENT IS UNIQUE.
SNOWFLAKES.

http://thescienceexplorer.com/nature/snowflakes-are-not-unique-we-thought



ARMOR SECURITY OPERATIONS

1 24/7 Detection

2 Incident Response

3 Remediation



SOC & TRU



THE ART OF DETECTION



DETECTION & RESPONSE



THREAT INTELLIGENCE & HUNTING



THE ART OF DETECTION – USING MITRE ATT&CK FRAMEWORK

RECON WEAPONIZE DELIVER EXPLOIT CONTROL EXECUTE MAINTAIN

PRE-ATT&CKTM

 Priority Definition: Planning, Direction
 Target Selection
 Information Gathering: Technical, People, Organizational
 Weakness Identification: Technical, People, Organizational
 Adversary OpSec
 Establish & Maintain Infrastructure
 Persona Development
 Build Capabilities
 Test Capabilities
 Stage Capabilities

ENTERPRISE-ATT&CK
 Initial Access
 Execution
 Persistence
 Privilege Escalation
 Defense Evasion
 Credential Access
 Discovery
 Lateral Movement
 Collection
 Exfiltration
 Command & Control



BRUTE FORCE ATTACK - T1110

WHAT WAS THE ATTACK?

ATTACK SEVERITY

WHAT WAS THE TARGET? TARGETED OFTEN?

WHO WAS
RESPONSIBLE?

WHERE ARE
THEY LOCATED?

TOP USERNAMES

EVENT CATEGORIES



SUCCESSFUL BRUTE FORCE - T1110

WHAT WAS THE ATTACK?

ATTACK SEVERITY

WHAT WAS THE TARGET?

TARGETED OFTEN?

WHO WAS
RESPONSIBLE?

WHERE ARE
THEY LOCATED?

TOP USERNAMES

EVENT CATEGORIES



BRUTE FORCE ATTACK - T1110

ATTACK SEVERITY

WHAT WAS THE ATTACK?

ATTACK DETAILS 

RESPONSE GUIDANCE



SUCCESSFUL BRUTE FORCE - T1110

ATTACK 
SEVERITY

ATTACK DETAILS 

RESPONSE GUIDANCE

ATTACK TYPE
& SIGNIFICANCE



CONTINUE THE CONVERSATION …

 Continuous Care & Feeding

 Tailored Security Outcomes

COMPROMISE OR BREACH?

 Threat Resistance advanced IR support

 Guide Client through IR process



REALIZING VALUE



BROKEN MOLDS



ARMOR TOOLBOX



SECURITY ORCHESTRATION, AUTOMATION & RESPONSE (SOAR)

SOAR HIERARCHY

ARMOR PLAYBOOKS

EVENT TYPE PLAYBOOKS

CLIENT PLAYBOOKS

PARTNER PLAYBOOKS



Q & A

CHRIS STOUFF

Chief Security Officer



THANK YOU.

WWW.ARMOR.COM
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