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Examples
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| @pusant | i) SECURECON



ROBIN FERRIS

Solution Architect

Robin has over 20 years of experience working in IT, with extensive
experience in cloud, migration and hosting. Robin began his career
in desktops and application repackaging, before moving into
server-side software, and then into platforms-as-a-service (Paa$)
and cloud.

Robin deals with the cloud journey and hybrid question on a daily
basis, and spends his time focusing on Azure, Azure Stack and
security as a whole.

Contact me at:
robin.ferris@pulsant.com
@stratusCub
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WHAT OPERATING
SYSTEM ARE YOU?
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WHERE HAVE WE
COME FROM?
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WHERE HAVE WE COME FROM?
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""'9 I'KbWSNT 4.0 Microsoft®

BackOffice
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WHAT ARE WE PROTECTING OUR
ENVIRONMENTS AND DATA FROM?
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N Administrator: CA\Windows\system32\cmd.exe

slserssAdministrator .CPAXnetstat —abno
Active Connections

Proto Local Address Foreign Address State
TCP B.8.8.8:-88 A.8.8.8:8 LISTENIHG
[2RProxyGatevay.exe ]
ICP B.8.8.8:81 A.8.8.8:8 LISTENING
Can not obtain ownerzhip information

8.8.8.8:-135 A.B.8.8:8 LISTENIHNG

B.0.8.8:443 _ LISTENIHNG

B.8.8.8:-445 A.A.A.A:8 LISTENIHNG
Can not obhtain ownership information
TCP B.8.8.8:-3389 A.8.8.8:8 LISTEMING
TermService
[zuchozt.exe]
ICP A.A.8.A:=5985 A.A.A.A:8 LISTENIHNG
Can not obhtain ownership information
TCP A8.8.60.08:200081 A.8.8.8:8 LISTEMING
[22Redundancy.exe]
TICP 0.8.0.8:200082 A.A.8.8:8 LISTENIHNG




2003

System

X

Shutdown

This system is shutting down. Please save all
work in progress and log off. Any unsaved
changes will be lost. This shutdown was
inttiated by NT AUTHORITYASYSTEM

Time before shutdown :  00:00:58

Message

Windows must now restart because the
Remote Procedure Call (RPC) service
terminated unexpectedly
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2017

AR

ETERNALBLUE

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your decuments, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a w
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

5672017 00:47:55 ™

Can I Recover My Files?
Sure. We guarantes that you can recover all your files safely and easily. But you have
not 50 enough time.
me Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
i t il you want to decrypt all your files, you need to pay.
have 3 days to submit the payment. After that the price will be doubled.
u don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcol

And send the correct amount to the address specifi

ent, click <Check Payment>. i
-

S0P T D0:4T:55 l

Send $300 worth of bitcoin to this address:

T e [1219YDPgwueZ9NyMgw513p7AABIsjr6 Shw a
a—— [ Cneckpaymet [l Decm




HYBRID

WHO IS RUNNING IN A The Cloud is just
HYBRID IT ENVIRONMENT NOW? someone else's computer.

WHAT IS CHANGING WITH HYBRID CLOUD?

Cleaning up setups + Going well beyond laa$S
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MINDSET -
IT'S THE SAME
BUT DIFFERENT
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MINDSET - IT'S THE SAME BUT DIFFERENT
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2019 | DALLAS, TEXAS

Armor Properties

General  Sharng Securty Previous Versions
Amor

Type: File folder
Location: C:\Users'robin fems\One Drive -
Size: 27.8 MB (25,193,417 bytes)
Size on disk: 275 MB (25,306,880 bytes)
Containg: 8 Files, 2 Folders
Created: 21 August 2019, 11:16:36
Attributes: (W] Read-only {Only applies to file

[T Hidden

N

Cance

X
Armaor Properties

General Sharng  Securty Previous Versions

Metwaork File and Folder Sharing

Armor
E* Mot Shared

Metwork Path:
Mot Shared

Share. ..

Advanced Sharing

Set custom permissions, create multiple shares
advanced sharing options.

| GM\ranced Sharing...

Close Cance

X

Armor Properties

General Sharng Securty  Previous Versions Customize

Object name:  C:\Users'vobin femz\OneDrive - Pulzant Limited Bl

QI'OLID ar user names:
= e
SR SYSTEM
2 robin femis {CORP'robin feris)
SR Administrators (CORP-L-19-1243  Adminigtrators)

Allow Deny

Full control "
Modify

Read & execute

List folder cortents

Read

Write v

To change permissions, click Edit.

Pemissions for Everyone

For special permigsions or advanced settings,
click Advanced.

Cancel Aoply

Close



EXAMPLES
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HUMAN ERROR

REMOVE THE CHANCE FOR HUMAN ERROR

( 4

B Human Error M Other

accenture D verizon’

DOW JONES
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PASSWORDS

PASSWORDS ARE DEAD! ““.—have | been pwned?

pwned websites pwned accounts paste accounts
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DO THE BASICS

ENCRYPT

MONITOR

...at Machine Speed!
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THINK LIKE YOUR OPPONENT

WHAT WOULD THEY BE LOOKING FOR?
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ISO/IEC 19086-1:2016

building blocks (concepts, terms, definitions,

Level Agreements (SLAs)

....seeks to establish a set of common cloud SLA

contexts) that can be used to create cloud Service

is for the benefit and use of both cloud service
providers and cloud service customers. The aim is to
avoid confusion and facilitate a common
understanding between cloud service providers and
cloud service customers.

(Cloud Due Diligence Worksheet
Part 1 - Organizational Cloud Palicy

Extearal

Chedilist items
Extemal and
Organizstionsl
Recuiremant)

Beewaalbility- List accebiity

‘standards, policies, and

smguaticns me by the vervice.

Cloud service pravider data-

Dedine cloud service provides
dnta.

tloud service customar data-
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ISO/IEC 19086-1: Cloud SLA Framework

Cloud Services Due Diligence Checklist

Checklist Item External Requirements | Organizational Organizational Cloud | Organizational Cloud
(Industry, Legal, Cm:“ﬂflcr. Requirements Policy Policy Relative Priority
Regulatory, Geographic)
1 2| 3] 4 5
Accessibility Details Details External Req.+ Organizational Cloud
Organizational Req. Policy + Project Reg.




ISO/IEC 19086-1:2016

GOVERNANCE & COMPLIANCE:

= AU Protected
= FedRAMP
= FFIEC
= HIPAA/HITRUST
= NIST SP 800-171
= PCIDSS
= UK NHS
= UK OFFICIAL
o laaS web application

o PaaS web application
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TAKEAWAYS
AND WRAP-UP
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TAKEAWAYS - BEST PRACTICES




TAKEAWAYS - BEST PRACTICES

Do the basics — patch, encrypt, monitor, and log

ISO/IEC 19086-1:2016.

Think like your opponent.
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Q&A

ROBIN FERRIS -
@stratustubrchitect
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THANK YOU.

WWW.ARMOR.COM
WWW.PULSANT.COM
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