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ROBIN FERRIS

Contact me at:
robin.ferris@pulsant.com
@stratusCub

Robin has over 20 years of experience working in IT, with extensive 
experience in cloud, migration and hosting. Robin began his career 
in desktops and application repackaging, before moving into 
server-side software, and then into platforms-as-a-service (PaaS) 
and cloud. 

Robin deals with the cloud journey and hybrid question on a daily 
basis, and spends his time focusing on Azure, Azure Stack and 
security as a whole.

Solution Architect



WHAT OPERATING 
SYSTEM ARE YOU?



WHERE HAVE WE 
COME FROM?



WHERE HAVE WE COME FROM? 

4.0

WHERE HAVE WE COME FROM? 



WHAT ARE WE PROTECTING OUR 
ENVIRONMENTS AND DATA FROM?

REMOTELY EXPLOITABLE 
VULNERABILITIES and one other thing …..



WHAT ARE WE PROTECTING OUR ENVIRONMENTS AND DATA FROM?



2003



2017



HYBRID 

WHO IS RUNNING IN A 
HYBRID IT ENVIRONMENT NOW?

WHAT IS CHANGING WITH HYBRID CLOUD?

Cleaning up setups     •     Going well beyond IaaS

”
The Cloud is just 

someone else's computer.



MINDSET –
IT’S THE SAME 
BUT DIFFERENT



MINDSET – IT’S THE SAME BUT DIFFERENT



EXAMPLES



HUMAN ERROR

REMOVE THE CHANCE FOR HUMAN ERROR

Human Error Other



PASSWORDS

PASSWORDS ARE DEAD!

408
pwned websites 

8,506,873,299
pwned accounts

102,441
pastes

122,480,433
paste accounts

‘:--have I been pwned?



DO THE BASICS

…at Machine Speed!

PATCH ENCRYPT MONITOR LOG



BE THE HACKER 

WHAT WOULD THEY BE LOOKING FOR?

THINK LIKE YOUR OPPONENT



ISO/IEC 19086-1:2016

”….seeks to establish a set of common cloud SLA 
building blocks (concepts, terms, definitions, 
contexts) that can be used to create cloud Service 
Level Agreements (SLAs)

”is for the benefit and use of both cloud service 
providers and cloud service customers. The aim is to 
avoid confusion and facilitate a common 
understanding between cloud service providers and 
cloud service customers.



ISO/IEC 19086-1:2016

GOVERNANCE & COMPLIANCE:

 AU Protected

 FedRAMP

 FFIEC

 HIPAA/HITRUST

 NIST SP 800-171

 PCI DSS

 UK NHS

 UK OFFICIAL

□ IaaS web application

□ PaaS web application



TAKEAWAYS 
AND WRAP-UP



TAKEAWAYS – BEST PRACTICES

1 Simplify it, draw parallels with existing processes. 

2 Remove the chance for Human Error.

3 Passwords are dead – 2FA FTW.



TAKEAWAYS – BEST PRACTICES

4 Do the basics – patch, encrypt, monitor, and log

5 Think like your opponent.

6 ISO/IEC 19086-1:2016.



Q & A

ROBIN FERRIS -
@stratusCubCloud Solutions Architect



THANK YOU.

WWW.ARMOR.COM

WWW.PULSANT.COM
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