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ARMOR SECURE HOSTING

PROACTIVE SECURITY FOR PAYMENT TRANSACTIONS AND PCI DATA

SECURITY-FIRST APPROACH TO PCI COMPLIANCE

Armor Secure Hosting—integrated with advanced security controls and
real-time threat intelligence—is engineered to meet the specific needs of
PCl-driven companies.

Our approach to cybersecurity and PCI compliance is designed with the unique
needs of your environment in mind. That's why customers select Armor to secure
their sensitive cardholder data environments (CDE).

COMPLIANCE IS A SHARED RESPONSIBILITY

Armor Secure Hosting provisions a virtual private cloud (VPC) with built-in
security and compliance controls for the industry’s leading prevention, detection,
and response solution—keeping your sensitive, regulated data safe and secure.
However, Armor does operate by the principle of shared responsibility. Your Return
on Investment is certainly higher when each party clearly understands the roles

and responsibilities of the other—an important part of your relationship with Armor.

COMPLY WITH PCI

PCl-specific data must be stored, managed, and protected in compliant
environments. Armor Secure Hosting is a secure, PCI DSS-compliant cloud that
isolates critical data from the rest of an IT infrastructure. Apply Armor’'s unique
multilayered security to achieve PCl compliance and prevent devastating data
breaches from damaging your brand, customer trust, and bottom line.
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Multi-Layer, Defense-in-Depth Security Managed and Monitored by Armor

Fully Managed VPC Infrastructure

Reduced Scope for Compliance, Faster Audits & Lower Costs
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Isolate, Restrict & Secure Access to Sensitive Data

Armor Secure Hosting offers a secure and compliant repository for regulated
payment card data. By decoupling data from monolithic IT environments, your
organization can reduce the risk of data breaches and achieve PClI compliance with
less drain on internal resources. Armor empowers your organization to significantly
reduce time and costs to complete a PCl audit.

SECURITY CONTROLS

= Malware Protection

= Data Encryption

=  Patch & File Integrity Monitoring
= Intrusion Detection

= Log Management

=  Web Application Firewall

= Vulnerability Scanning

COMPLIANCE BENEFITS

= Armor CISO Consultation

= On-Staff PCl Analysts

= Audit Preparation

= Roles & Responsibility Matrices
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PCl Penalties

There are serious consequences
for organizations that fail

to fully comply with the PCI
DSS requirements.

Hefty fines can be levied
against organizations for
violations, and the most
serious violations can result in
a termination of privileges for
processing cards.
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CORPORATE RESPONSIBILITY
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