ARMOR COMPLETE
SECURE HOSTING

The complexities of cybersecurity and compliance are daunting for any
organization, especially those under pressure to manage their cloud hosting
infrastructure with speed and agility. To most IT and DevOps teams, security adds
a heavy burden to managing the private, public, and hybrid cloud environments
where their workloads are hosted.

REMOVE COMPLEXITY FROM DEFENDING DATA

Armor Complete delivers a secure hosting solution that combines our proven
secure managed Virtual Private Cloud (VPC) with the necessary virtual machine,
physical server and network security services to protect sensitive workloads.
High-performance cloud infrastructure with built-in security controls provides the
utmost protection for your sensitive, regulated data. With Armor Complete, you can
achieve security that goes beyond compliance with the support of a world-class
Security Operations Center (SOC).

ARMOR COMPLETE IS THE END-TO-END SECURE
CLOUD HOSTING SOLUTION THAT DELIVERS.

= 286% - Return on investment delivered by Armor cloud security solutions.
= 100x - Slash threat actor dwell times from months to minutes.

= High Performance — Cloud infrastructure that delivers unparalleled speed
and reliability.

= |nstant Deployment - Spin up and manage resources instantly via our portal
or programmatically via our API.

= Audit-Ready Compliance - PCI DSS and HIPAA compliance in the cloud.
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ARMOR COMPLETE BOOSTS YOUR SECURITY
BY PROVIDING:

HIGH-PERFORMANCE INFRASTRUCTURE

Get infrastructure that sits in a software-defined private network—micro segmented
and isolated. Workloads connect to the public internet through a network monitored
by a security operations center (SOC), which allows IP address netting and VPN
termination for enhanced security.

AUDIT-READY COMPLIANCE

With security controls mapped to compliance mandates such as PCI DSS, HIPAA/
HITRUST, and GDPR, Armor Complete provides security and compliance benefits
to reduce regulatory scope, simplifying the auditing process and lowering
management costs.

CONTINUOUS DETECTION AND RESPONSE

Combine best-of-breed security tools and threat intelligence with the expertise of our
Threat Resistance Unit and SOC to speed threat detection and incident response.

FLEXIBILITY AND SCALABILITY

Performance and scalability with up to 16 vCPUs and 96GB of memory is coupled
with flexible storage options across three tiers—from blazing-fast SSD to low-cost,
high volume offerings.

UNIFIED PROTECTION AND VISIBILITY

Armor collects and analyzes logs and events from firewalls, servers, operating
systems, and other applications throughout your environment. Get a consolidated
view into the security health of your on-premise, cloud, and hybrid IT infrastructure.

POWERED BY SPARTAN.

Spartan is the IT security industry’s leading threat prevention and response platform.
Armor integrates advanced analytics, global threat intelligence, and continuous
response capabilities into a single platform that bolsters your defenses, uncovers
hidden threats, and prevents security breaches. Whether your sensitive data and
workloads are stored in a private, public, or hybrid cloud—or in an on-premise IT
environment—Spartan provides a proactive approach to cyberthreats. Clients can tap
into the power and value of Spartan through the Armor management portal (AMP).

ARMOR.COM | 18041113 Copyright © 2018. Armor, Inc., All rights reserved

E



ADDRESS YOUR SPECIFIC USE CASES

HEALTHCARE

= Protects EMR, ePHI, and other sensitive data
=  Delivers audit-ready compliance for HIPAA/HITRUST

= Enables security for internet of things (loT) devices

FINANCIAL SERVICES & TECHNOLOGY

=  Delivers audit-ready compliance for PCI DSS
= Protects Pl

= Eliminates security concerns with shadow IT to improve productivity,
cost-efficiency, and agility

=  Delivers 24/7/365 security and compliance for Agile

HYBRID & LEGACY IT

= Enables cloud application migration with 24/7/365 security
= Enables rapid deployment and optimization of security operations

®=  Provides single pane of glass management for cloud
and containerized workloads

LACK OF SECURITY EXPERTISE

= Provides on-demand access to hard-to-find security and compliance talent
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PRODUCT FEATURES:
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Internet Protocol
Reputation
Management (IPRM)

DDoS Protection

Web Application
Firewalls (WAF)

Network Intrusion
Detection System (NIDS)

Hypervisor Firewall

Malware Protection

0S File Integrity
Monitoring (FIM)

Log Management & SIEM

0S Patch Management

Hardened OS
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