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Foreword
Portions of the following research were originally published as part of my doctoral 

dissertation in Computer and Information Systems Security/Information Assurance at 

Colorado Technical University. It explores the genesis of advanced persistent threats (APT) 

and how they now occupy mainstream awareness. 

Outside of project research, the full study is the longest and often most taxing component 

of the doctoral journey. The program’s dissertation committee is constantly reviewing 

the material to uncover holes in the concepts, themes and understanding presented. The 

objective is to validate the author as an expert in his or her topic area — both historically and 

via reviewed literature (the latter not included with this publication). 

I hope you find the discussion enlightening and it provides valuable context for how threats 

have evolved to permeate today’s online landscape.

Dr. Chase Cunningham  

Director, Cyber Threat Research & Innovation | Armor
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Cybersecurity retrospective
Computer security, and the study of computer threats 
and exploitation, has not always been at the forefront of 
computer science. The first real instance of computer threat 
research and exploitation studies actually began during the 
1970s and was not even related to computers. 

Instead, the studies were noted as a problem in the 
telephone-switching network. The phone system was 
growing so fast and becoming so large that the system had 
to be integrated and automated to survive.

This first automated phone system was built to serve a  
large test environment and immediately many problems 
were discovered. Calls originated and ended on their own, 
phone numbers were allocated to persons without phones, 
and myriad other issues came to light. These initial issues 
were not actually considered threats, but rather problems 
for the owners of the systems and those administering the 
networks.  

In the 1980s, the modem became the powerhouse for 
connecting and managing the large networks that were 
becoming more and more commonplace and, as such, 
modems became the primary point of compromise from 
which systems could be hacked.

“The first real 
instance of computer 
threat research and 
exploitation studies 
actually began during 
the 1970s and was 
not even related to 
computers.” 
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The 414 code
While there are many different opinions about the first real 
virus on a computer system, the reality of this becoming a 
problem for computers did not become prevalent in public 
literature until the computer became a household item in  
the mid-1980s. During the “age of modems,” groups like 
the 414s — a collection of modem hackers named for their 
Milwaukee, Wisc., area code — were identified and arrested  
by the FBI (Hansman, 2003).  

The 414 group targeted the phone networks and modems 
of Los Alamos National Laboratory and a center for cancer 
research using a combination of malicious code and a deep 
understanding of the flaws in the automation technology that 
was used by the phone companies.  

Not long after this first noted computer threat campaign was 
finalized, the federal government passed the Computer Crime 
and Abuse Act in 1986 (CISPA, 2010). This legislation detailed 
what constituted a protected computer and the resulting 
punishment for those who sought to conduct malicious actions 
against any protected system (Grance, Kent & Kim, 2004).

1983

19841982 1985 1986

The reality of the computer virus in popular culture becomes 

prevalent with the 414s, a group of modem hackers who 

leveraged an understanding of flaws in the automation 

technology used by phone companies.

Neal Patrick, top, and Timothy Winslow, bottom, were 
original members of the 414s in the early 1980s. 
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Birth of cybersecurity research
Only a few innovative and industrious companies understood 
the possible maliciousness that could be wrought by  
activities such as those being conducted by hackers and 
nefarious groups. 

Consequently, it was during this time that companies like 
Symantec and IBM began to actually research and study 
viruses and malware to isolate and mitigate threats. 

The malware and anti-virus company McAfee was established 
during this era. John McAfee noticed that many of his friends’ 
and associates’ computers were acting abnormally and  
running very slowly. 

After some research, he was able to discern that programs had 
either been installed and were intentionally causing detriment 
to the system, or that programs had begun to simply degrade 
and harm the system on which they were running. 

1987

19881986 1989 1990

McAfee founded McAfee Associates, a computer anti-virus company. 

McAfee pioneers the cybersecurity industry by developing a 

signature-focused malware and anti-virus system. 

After some technical research and development, McAfee  
was able to write specific technical signatures for the 
anomalies within those programs. The signature-focused 
malware and anti-virus system was born (Hutchins, Cloppert 
& Amin, n.d.). McAfee’s system of signature recognition and 
anomalous behavior detection was immediately recognized 
as a pivotal point in mitigating and detecting these newly 
recognized threats.  

Overnight, companies began to follow suit.

John McAfee founded computer anti-virus company 
McAfee Associates in 1987. 
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Growing government 
involvement
It was not until 1987 that the U.S. federal government began 
to notice this type of activity and institute the first Computer 
Emergency Response Team, today commonly known as CERT 
(Grance et al., 2004).

By the early 1990s, the rate of annual computer virus 
detection grew to more than 1,000 per month. As the 
detection and isolation of computer viruses became an  
actual practice area within computer science, the detection 
and signature generation for viral programs also  
increased exponentially. 

By 1995, more than 250,000 viruses — or variances of 
viruses — had become commonplace. All of these incidents, 
early exploits and attacks paled in comparison to the growth 
of cyber threats that emerged in the early 21st century.

The field of specific targeted cyber threats, especially 
cyber threat research, did not truly exist prior to the early 
2000s. The first mentions of cyber threats and cybercrime 
appeared in 2001 during an unclassified briefing from the 
National Security Agency (Werlinger, Muldner, Hawkey & 
Beznosov, 2010).  

This particular report was solely focused on the issue of 
securing a network as large as that of the U.S. Department 
of Defense (DOD). Certain aspects of the report alluded to 
a highly trained and motivated cyber threat that was likely 
already deeply embedded in many DOD networks.

1995

19961994 1997 1998

More than 250,000 viruses — or variances of viruses — had become 

commonplace. All of these incidents, early exploits and attacks paled 

in comparison to the growth of cyber threats that emerged in the 

early 21st century. 
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In order to truly be considered an APT-specific attack, 
there are a few general criteria that are accepted by 
some, but not all, analytic groups across both industry 
and cyber operations personnel. 

For these groups, the totality of the operation that took 
place, and the means by which the group conducted 
the attack, must generally fall into the following three 
categories for the attack to be even considered as a likely 
APT attack or exploitation event:

The evolution of APTs
Advanced persistent threats — commonly referred to as 
APTs today — came to light during a discussion at the U.S. 
Air Force Intelligence Agency.

The discussion involved a group of lieutenant colonels 
exploring which term to use to classify the new type of 
computer hacker — the ones who were very well trained 
and very successful. 

Since these attackers were advanced, persistent and 
certainly a threat, the term APT was born. The moniker 
quickly become the industry norm for foreign government 
cyber operators and skilled threat teams.  

While this single term is used to categorize and identify 
a rather wide swath of possible threats, it is worth noting 
that APT is now used by almost every cyber warfare 
magazine and cybersecurity official — from think tanks all 
the way to the White House.

 

2006

20072005 2008 2009

The U.S. Air Force is typically credited with the origination 

of the advanced persistent threat term.

ADVANCED PERSISTENT THREAT
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Advanced

Operators behind the threat must have a full spectrum of intelligence-gathering techniques at their 
disposal. These may include computer intrusion technologies and techniques, but also extend to 
conventional intelligence-gathering techniques such as telephone-interception technologies and 
satellite imaging. 

While individual components of the attack may not be classified as particularly “advanced” (e.g. 
malware components generated from commonly available do-it-yourself malware construction kits, 
or the use of easily procured exploit materials), their operators can typically access and develop more 
advanced tools as required. 

They often combine multiple targeting methods, tools and techniques in order to reach and 
compromise their target and maintain access to it. Operators may also demonstrate a deliberate focus 
on operational security that differentiates them from “less advanced” threats.

Persistent

Operators give priority to a specific task, rather than opportunistically seeking information for 
financial or other gain. This distinction implies that the attackers are guided by external entities. 

The targeting is conducted through continuous monitoring and interaction in order to achieve the 
defined objectives. It does not mean a barrage of constant attacks and malware updates. In fact, a 
“low-and-slow” approach is usually more successful. 

If the operator loses access to their target they usually will reattempt access — most often, 
successfully. One of the operator’s goals is to maintain long-term access to the target, in contrast to 
threats that only need access to execute a specific task, such as run-of-the-mill hackers and those 
seeking financial gain via computer hacking.
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Threat

APTs have both capability and intent. APT attacks are executed by coordinated human actions, 
rather than by mindless and automated pieces of code. 

The operators have a specific objective and are skilled, motivated, organized and well funded. 
This funding has typically been known to come from either a host nation’s government or from 
an extremely well-funded nefarious group, such as mafia or crime syndicates.

However, in some cases, there has been an indication that funding may have come from one 
or more of these providers. There are even cases where the source of funding appears to be 
interwoven between criminal enterprises and host-nation agents.

APT exploitation and targeting also follows a well-defined methodology and practice of 
attempting to maintain anonymity both during and following an exploitation or compromise. 
Again, this is likely due to several factors, the primary of which is that the host nation funding 
and guiding the operation does not wish to have it known that they are participating in such a 
covert, and possibly damaging, attack.  

However, the above definitions for APT, and the clarification of the usage for this classification 
of attack, are still not adopted across the entirety of cyberspace. For many different agencies, 
corporations and governments, the definition of any APT exploitation event is extremely difficult 
to concretely define.  
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Analyzing APTs 
Consider that an organization such as NATO has more than 
28 different countries working within its combined operations 
center. Each one of these different groups has been actively 
targeted and independently hacked or exploited by different 
APT groups and actors. 

However, there had been literally no reporting criteria or 
vehicles across NATO that succinctly and definitively detailed 
the need for an APT designation. Each country and group 
reporting or analyzing their relative exploitation event 
determined APT differently.  

Even within different agencies of the U.S. government, 
attempting to specifically detail an APT exploitation event 
or hack cannot be done well. The NSA has its own specific 
set of criteria for determining an APT attack. Meanwhile, the 
CIA and FBI have their own criteria. At the time of original 
publication, none of these cross-referenced each other and 
none possessed the same rules for declination.

The lack of a cohesively uniform definition for APT operations 
and exploitation provides a great example of just how fluid and 
dynamic this area of study currently is and has been.  

Further, this example shows how the lack of group-think and 
broad term definition is so prevalent within cyber operations 
and analysis that even defining one of the most important 
terms used in the industry is difficult at best. It’s almost 
impossible to clearly identify and isolate any one threat group; 
the generic APT term is used across such a wide spectrum. 

In the mid-to-late 2000s, a large section of the computer 
and Internet industry was focused solely on increasing 
the speed and interoperability of its networks and 
usability of its products, all while paying little, if any, real 
attention to security or cyber threats.  

It wasn’t until the discovery of a coordinated and large-
scale attack that concern for the future of computer 
security — and later cybersecurity — became a serious 
consideration for both developers and persons in places 
of political power. 

“It’s almost impossible 
to clearly identify and 
isolate any one threat 
group; the generic APT 
term is used across such 
a wide spectrum.” 
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Zeus arrives 

This first real cyber threat incident was the discovery of 
the Zeus botnet in 2007 (Singh & Silakari, 2009). This attack 
targeted the U.S. Department of Transportation and was 
responsible for extracting large amounts of data from 
government systems.  

Data ranging from passwords for master control systems 
and system administrator passwords to network and control 
mapping systems and proprietary code samples were all taken 
(Singh & Silakari, 2009). 

While there were many previous computer viruses and 
different variations of computer threats prior to this, the 
discovery of the Zeus botnet — and the engineering and 
powerful programming capabilities of those behind the threat 
group — led the development of a dedicated study of cyber 
threats into its own area of focus.

2007

20082006 2009 2010

The Zeus botnet appears for the first time when it was used to steal 

sensitive data from the U.S. Department of Transportation.

https://www.twitter.com/armor
https://www.twitter.com/armor
https://www.armor.com


A BRIEF HISTORY OF CYBER THREATS & THE EMERGENCE OF THE APT DESIGNATOR

 @ARMOR  |  ARMOR.COM  |  PAGE 12

DDoS leveraged in war effort

In 2007, Russia was engaged in a dispute with the nation 
of Estonia. While the dispute was not of much international 
significance, and certainly not of technical or cyber 
significance, the resulting cyberattack and planning  
certainly was.  

As the political and societal sabers began to increase their 
rattling, the Russian government began to maneuver its 
forces into place for an invasion of Estonia. As the actual 
offensive operations began, nearly every aspect of Internet-
based infrastructure in Estonia was attacked by distributed-
denial-of-service (DDoS) attacks (Goodchild, 2009).  

Everything from banking systems and government websites 
to state-sponsored media outlets and any other connected 
system that was of military or strategic importance was 
taken “offline” by these attacks.  

Billions of packets were launched simultaneously from  
tens of thousands of computers and servers located within 
and outside of Russia. As the Estonian systems began 
to crash and communications and coordination were 
interrupted, the Russian military moved into position and 
enforced its will on the Estonian government. 

While officially none of the cyberattacks were either 
attributed to or acknowledged by the Russian military 
or government, the implications and trail of evidence 
indicate that a coordinated cyberattack was launched in 
conjunction with this military operation.  

This was one of the first and most powerful examples 
of how a relatively simple, yet coordinated cyberattack 
could not only hamper communications, but also 
severely impede a defended system and cause a real 
loss of command and control for those under attack.  

Two years later, in 2009, the U.S. Department of Defense 
officially declared cyberspace a war-fighting domain in  
an effort to ensure an attack such as this could legally 
be met with reciprocal force (Haack, Fink, Maiden, 
McKinnon, & Fulp, n.d.). 

2007

20082006 2009 2010

The Russian government launches a series of DDoS attacks on Estonia. 

The attacks take out banks, ministries, media outlets and other connected 

systems of military and strategic importance. The sophistication and 

military planning behind these attacks were seen as unprecedented.
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Defining cyber threats 

In more recent history, the definition of cyber threat — and any 
attempt to systematically or intelligently further demarcate 
the differences between what constitutes a cyber threat — has 
become unclear at best. 

Consider the use of malware in relation to cybersecurity and 
cyber threats. While malware is certainly considered a subset 
of a cyber threat issue, it is not by itself an identifying term. 

Typically, research and academic work within the cyber field 
now discuss malware as a piece of the cyber problem. Any 
research or discussion of the malware term breaks down into 
an immediate classification of the malware type itself. 

In addition, terms and definitions, such as social engineering 
and exploitation, have become a piece of the collective 
definition of cyber threat research.  

They are not typically considered as specific corollaries to any 
set of cyber threat groups or certain operations. These terms 
and their uses, within cyber research, evolve on a nearly daily 
level and have become more a study of tying specific cyber 
actions or operations to a group of cyber threats, instead of 
the collective research determining any with any specificity 
what certain terms can be tied to which cyber threat.  

It is the language equivalent of trying to catch rain in one’s 
hand; the medium simply moves too quickly and is reformed 
along its own whims.

“	It is the language equivalent of trying to catch  
	rain in one’s hand; the medium simply moves too  
	quickly and is reformed along its own whims.”
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Conclusion
The current threat landscape did not mature overnight. Like 
many things, it slowly evolved from infancy — learning, 
adapting and optimizing over the years. Three decades ago, 
industry leaders couldn’t know what was in store for today’s 
online environments. 

They were preoccupied with innovation; concepting and 
building cutting-edge technology, not defending against 
threats that didn’t exist and couldn’t be practically realized. 

This perspective, however, doesn’t alter our current 
posture. With the provided history of APTs, it’s clear to 
see why our global online community is woefully behind 
threat actors. 

They’ve enjoyed years to watch, learn, design and test  
— and most of the time largely undetected.

“The current threat landscape did not  
  mature overnight. Like many things, it  
  slowly evolved from infancy — learning,  
  adapting and optimizing over the years.”
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